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SCEP 4.5.10.1
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4.5.10.1 11/06/2012 Linux
4.5.10.1
System Center Endpoint Protection 4.5.10.1

° Linux :
- Red Hat Enterprise Linux Server 5
- SUSE Linux Enterprise 10
- CentOS 5, 6
- Debian Linux 5, 6
- Ubuntu Linux 10.04, 12.04
- Oracle Linux 5, 6

Operations Manager 2007 R2

bb309428.aspx)

System Center 2012 Operations Manager 2007 R2

System Center 2012 Operations Manager Service Pack 1

(http://technet.microsoft.com/ko-kr/library/

X86

x64

Red Hat Enterprise Linux Server 5, 6

SUSE Linux Enterprise 10, 11

CentOS 5, 6

Debian Linux 5, 6

Ubuntu Linux 10.04, 12.04

Oracle Linux 5, 6
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o System Center Operations Manager 2007 R2 5
(http://support.microsoft.com/kb/2449679)

SCEP System Center 2012 Operations Manager 2007 R2

ID

Microsoft.Linux.Library Linux 6.1.7000.256
Microsoft.SystemCenter.InstanceGroup.Library 6.1.7221.0
Microsoft.SystemCenter.Library System Center 6.1.7221.0
Microsoft.SystemCenter.WSManagement.Library WS-Management 6.1.7221.0
Microsoft.SystemCenter.DataWarehouse. Library 6.1.7221.0
Microsoft.Unix.Library Unix 6.1.7000.256
Microsoft.Unix.Service.Library Unix 6.1.7221.0
Microsoft.Windows.Library Windows 6.1.7221.0
System.Health.Library 6.1.7221.0
System.Library 6.1.7221.0

Center 2012 Operations Manager

/etc/opt/microsoft/scep/scep.cfg SCEP

Linux SCEP

System

'scom_enabled' 'scom_enabled = yes' >
>SCOM

SCEP

Microsoft. SCEP.Linux.Library.mp ,

Microsoft. SCEP.Linux.Application.mp ,

SCEP Operations Manager (

Administration

8 Administration
&, Connected Management Groups
Eﬂ Device Management
f?n Agent Managed
L}-' Agentless Managed
@ Management Servers
2? Network Devices
I}J’ Pending Management
|j Unix/Linux Servers

Management Packs (63)

\..{nLookfor: I

Name

'35 Application Log Library

*Sg Baselining Tasks Library

'QE Client Monitoring Internal Library

53 Client Monitoring Library

‘3{ Client Monitoring Overrides Management Pack
"53 Client Monitoring Views Library

'QE Data Warehouse Library

3‘5‘ Default Management Fack

- *53 Distributed Application Designer Library

"53 Health Internal Library
‘% Health Library
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1. Administration .
2. Management Packs Import Management

Packs... .
3. Add Add from disk... .
4. Operations Manager (Online Catalog
Connection Yes ).
5. (Microsoft. SCEP.Linux.Application.mp  Microsoft. SCEP.Linux.Library.mp)
Install
Operations Manager 2007 (http://

go.microsoft.com/fwlink/?Linkld=142351)

*.mp
e o v
—ﬂ_,-j Metwork Devices Discovery Method Define discovery criteria
l_ﬂ' Pending Management _
33‘ Manz;::ei::};asi:ers z:mﬁczte e i Click Add to add a computer or an IP address range. Select a list entry to change or remove it.
ect Computers to Manage
=] Motifications
f Sh:nnis Summary E'iiﬁdd o~ Edit... < Remove
ubscribers
L] subscriptions Discovery Scope | 55H Port | Credentials |
LF Product Connectors
A Internal Connectors
4 run s Conuration
@ Accounts
r% Profiles Define discovery criteria
(5 Security
@ S User Roles This information is used by Operations Manager 2007 to discover computers and to
¥ Settings run commands on them.
—Discovery scope
" |P address: I : : .
" DNS name: I
Fﬂd&usmuge:l'lﬂ. | —|‘H}. 1 .13 .16
—Credentials
User name: II'OOT [¥ This is a superuser account
Password: [Ty _
Discovery Wizard... : I peration. The )
i I"“" system. Only do this
Root password: I
Secure Shell (S5H)
B I
1. Administration Discovery wizard...
2. Unix/Linux computers Next
3. Add .
4. IP Address range  System Center 2012 Operations Manager SSH
Credentials .
5. OK Discover
6. /
: Linux Linux . Linux
Microsoft (http://technet.microsoft.com/ko-kr/library/dd789016.aspx)
: SCEP Linux Operations Manager Linux 8
( Linux ).
( Linux Linux ( )). "scep_daemon"
( ) SCEP
8 . SCEP

(SCEP ) ,
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1 Administration Run As Configuration > Accounts

2. Actions

3. Run As Account type Basic Authentication .

4, . Run As Configuration >
Profiles Unix Privileged Account Properties

Lo me e m e e e
% Management Packs
4] Notifications & Data Warehouse Account If spedified, this account is used to run all Data Warehouse collection

s Connected Management Group Account This profile determines which credentials are used to test connectivity

i Cramsh
Subscribers
=) Subscriptions 4
l‘l-? Product Connectors = Run As Accounts
A0 Internal Connectors w
% Run As Configuration
@ Accounts
& LE:GJP:;HES General Properties Add Run As accounts
@ ‘S%WPSZ'R"'ES TN R TR Add a Run As account to this Run As profile. Additional Run As accounts can be added to manage spe
= Completion Gotes neohyects.
Run As accounts: IﬂiAdd E;/;Ed
Accourt Name | Association | Used For | Class | Path
BTN Class Altargeted objects  Entity
System Center 2012 Operations Manager 2007 R2
(http://technet.microsoft.com/ko-kr/library/dd788981.aspx)
Monitoring > System Center Endpoint Protection Linux > SCEP
Linux
SCEP

Microsoft. SCEP.Linux.Application.LNG.mp, Microsoft. SCEP.Linux.Library.LNG.mp

. System Center 2012
Operations Manager

1. Windows
2.
3.

SCEP
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Operations Manager SCEP . "System
Center Endpoint Protection Linux"

. - SCEP ,
° - SCEP

o SCEP - Linux

o SCEP - Linux

° -
System Center 2012 Operations Manager SCEP SCEP

Operations Manager Monitoring > System Center Endpoint
Protection Linux > SCEP SCEP

Healthy ,

®

Warning

Critical

Not monitored

O @|=

Operations Manager

(http://technet.microsoft.com/ko-kr/library/bb437275.aspx)

Operations Manager 2007

SCEP 17

: Operations Manager 2007 R2 (System Center 2012 Operations
Manager F1 ).
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Monitoring
= ._-g Manitoring

2| Unibe/Linwoe Servers
-3 Agertless Exception Monitoring
B [F Microsoft Audit Collection Services
= L‘E Network Device
:2| Network Devices State
[[H Operations Manager
g Synthetic Transaction
= I_‘E System Center Endpoint Protection Linux
SCEPJF ETTIA G2 MY
SCEPJt €FI=! MH
|| HAEE
& THE S
ke in
Bl L Unibes/Linux Servers
= LE LirLze
| Linux Server State
Logical Disk State
[E28] Network Adapter State
ﬁ Operating System Performance
:J Physical Disk State
ﬁ] Red Hat Computers Diagram
i_‘,] SUSE Computers Diagram
_d Health
g Performance
L Web Application
[ Windows Service And Process Monitoring

Show or Hide Views...

Actions

e R

SCEPJIEX|E At ®

&Lookfor: I— Find Now Clear X
State | Name [ () SHEITYO HE | () AEIWANH EHE | SHEIBAN B
1\ Warning  zavadsky-rhel6-x64 () Healthy () Healthy () Healthy

[\ Warning  zavadsky-sles11sp1-x85 () Healthy () Healthy () Mot monitored
JS Warning zavadsky-rhel6-x86 @ Healthy @ Healthy @ Healthy

i Health Explorer for zavadsky-rhel6-x64

QF'I-'.:r-'tHr'nlﬂ‘l aF':l_.:lr‘L.Il.:ﬂ:r-'H alth & ‘ Properties () Help

i & Overrides ~

Health monitors for zavadsky-rhelG-x64 Knowledge State Change Everts (1) |

-rhel6-x64

= _A Ertity Health - zavadsky-rhel6x64 (Ertity)

O Availabilty - zavadsky-helGx64 (Entity)
Configuration - zavadsky-thel6x64 {Entity)
O Perfformance - zavadsky-rhel6264 (Entity)
E_g Security - zavadsky-thel 6«64 (Ertity)

E_ﬁ Linuee £ System Center Endpoint Protection -
o CRAL AEETHD| S - zavadskyhel 6«64
() OFRI2E AL 712t - zavadsky-thel6x64 |
() 22 2T - zavadsky-helfxbd (25
(v) UEIYAH MHI A ZLIEE - zavadsl

X |Frorn

(v) HEIYYH AT ZLIET - zavadsky-
(v) HEIYYH B 212t - zavadsky-hel6
e k_) i WY - zavadskyhelbxb4 (EE

Details

Context:

2011-11-22 2 g:02:21
Property Value

Date and Time:
Property Name
Status

OutData

Additional Recovery Options:
Recovery Tasks:
By SN AFIIE

@ Health Explorer forz

&} start Maintenance M

Linux
/var/log/scep/eventlog_scom.dat
8
8

True

Linux

. lopt/microsoft/scep/shin/scep_daemon --

status
8




- >3 <=5
- > 5
True
: ( )
Linux
/var/log/scep/eventlog_scom.dat
True
, ( )
Linux
scep_daemon
10
True
, ( )
(scep_daemon) ,
Linux
. /opt/microsoft/scep/shin/scep_daemon --
status
8
- <=7
- >7
True




Linux

/var/log/scep/eventlog_scom.dat

scep_daemon --status

/opt/microsoft/scep/shin/

Linux

/var/log/scep/eventlog_scom.dat

/opt/microsoft/scep/shin/scep_daemon --status

Linux

System Center Endpoint Protection

Linux

True

SCEP

7

Linux

True

10

Linux /




True

Linux

/

True

Linux

/

True

Ping

Linux

/

60

False

/var/log/scep/eventlog_scom.dat

True

60

60
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True

: Ping
60 (
95%
True
/ )
Linux ( ) 5% 60
SCEP Linux
Linux
True
Linux Linux /
Linux ,
)
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Properties

Healthy

[ ]

1
—~
~
~

. - , SCEP

. - SCEP

SCEP
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Object Properties [ X|

Iﬂ. HT ¥ Linux MH] properties of zavadsky-rhel6-x64

MName

Path

ZEH D

Sct0HE HE

ZEH 2E AL

SHEIYRI A2
HAZ2HEE

OHEIHMD[2 2 B2 HA
QHEIHMOI 2] A B 2] M (GMT)
QEIHIO 2 2 E 2] 2HE &)
ORI 2 BiHE 2 AHGMT)
OFRISE HHFE A DI ZHE =)
OFAIEE EH E AHGMT)
OFRI=E SH 2 AL IZHE =)
B2 O==2E 2A

Pending Restart

Display Mame

B

zavadsky-rhelé-x64
zavadsky-rhela-x64
zavadskyThels-x64
4.53.3

18 days

Running

Enabled

8651 (20111127)
2011-11-22 25 14411
1]

Yes
zavadsky-rhelc-xc4

. Operations Manager

Monitoring > System Center Endpoint Protection Linux >

)
( )
(30 )
3
)
. SCEP Linux
= +
(
= +
( )
( ) / / /
« )
System Center Endpoint {300
Protection SCEP(scep_daemon)
SCEP

14




( <=5
. >3
( >5

DB ,
DB

Forefront Endpoint Protection
5%

SCEP 13

SSH

BHEE Linux AW Tasks o

5 SCEP MHIA CRAL AIE

5 SCEP MHI~ AJZ

g SceP MHI~ Z3|

5 scer ®2| YHOIE

g aMEN

(G 2% 2% g

e 2 M

S AN ET HEAS

SENZEET ZaE

(o DHEIHIDIR & 2% HiF
=iy

;| ;._[EIHPEHH& 2 =4

R e
3 EH M

V|BASH

Monitoring > System Center Endpoint Protection Linux > SCEP

DB
DB

. - SCEP

. - Linux

Linux
- SCEP
- SCEP
- SCEP

(scep_daemon)
(scep_daemon)
(scep_daemon)

DB

Linux
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SCEP

Operations Manager

( :"SCEP 2012 Customizations").

SSHD , SSH ( 22) . System
Center 2012 Operations Manager Run As Account(Operations Manager Administration > Run
As Configuration ) Basic Authentication Linux
Unix Privileged Account Unix

Unix Action Account
sudo . sudo

Linux SCEP /etc/sudoers
userl
- OO O
# User configuration for SCEP nonitoring - for a user with the name: userl
userl ALL=(root) NOPASSVD: /opt/ m crosoft/scx/bin/scxlogfil ereader -p
userl ALL=(root) NOPASSW\D: /bin/sh -c /sbhin/reboot
userl ALL=(root) NOPASSW\D: /bin/sh -c CONSOLETYPE=serial /etc/init.d/scep restart
userl ALL=(root) NOPASSVD: /' bin/sh -c CONSOLETYPE=serial /etc/init.d/scep start
userl ALL=(root) NOPASSVD: /'bin/sh -c CONSOLETYPE=serial /etc/init.d/scep stop
userl ALL=(root) NOPASSWD: /bin/sh -c export LANG=C;if \[ -e /opt/m crosoft/scep/sbin/
scep_daemon \] ; then echo scep_daenon installed; else echo scep_daenon unprotected; fi; kill -0
“cat /var/run/scep_daenon.pid 2>/dev/null” 2>/dev/null; if \[ $\? -eq 0 \] ; then echo scep_daenon
runni ng; else echo scep_daenon stop;fi ; /opt/mcrosoft/scep/sbin/scep_daenon --status; uptine
userl ALL=(root) NOPASSW\D: /bin/sh -c /opt/mcrosoft/scep/sbin/scep_daenon *
userl ALL=(root) NOPASSW\D: /bin/sh -c /opt/mcrosoft/scep/lib/scep_sci --scom*
userl ALL=(root) NOPASSVD: /bin/sh -c pkill scep_sc
userl ALL=(root) NOPASSVD: /bin/sh -c export LANG=C; kill -0 “cat /var/run/scep_daenon.pid 2>/
dev/null™ 2>/dev/null; if \[ $? -eq 0 \] ; then echo scep_daenon running; else echo scep_daenon
stop;fi ; /opt/mcrosoft/scep/sbin/scep_daenon --status; uptine

# End user configuration for SCEP nonitoring

16
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False

) Manitors.
4y Object Discoveries
|B¥: Overrides

1 Rules

=7 Service Level Tracking
=| Tasks

L] Views

itoring Wizard...
ributed Application...

Authoring

1#] {575 Performance
= 195 Seaurity
9 sceP Linux 2 EE| I ME £

= HFE Linwc MH

B 15 Entity Health
B 1528 Availability
2 1 Configuration
& 15 Performance
= 1525 Seaurity

=) 229 Linux & System Center Endpaint Protection

U E}.Al _MZH'H_JI =
O ORI 2 L
O ghtsl
) SHEIES)
(O THEIE
() SHEI )
O Za Uy

eate a Monitor

System Center 2012 Operations Manager

Aggregate Rollup
Aggregate Rollup
Dependency Rollup

Aggregate Rollup
1ate Rolup

ate Rolup
Agaregate Rollup
Aggregate Rollup
Aggregate Rollup

SCEP Linux 2LIE...
SCEP Linux A7,
SCEP Linux & A|2H...

Entity Health Lit
Entity Health Lit
Linux Computer System C
Entity Health Lit
Entity Health Lit
Entity Health Lit
Entity Health Lit
Entity Health Lit
(Not inherited) System C
(Notinherited) System C
(Not inherited) System C
{Not inherited) System C
(Mot inherited) System C

Management Pack Objects > Monitors

, Overrides

T, overrides»
XK Delete

oy o

@ System Center Ope
Manager Help

&y System Center Ope
Manager Online

@ AboutMonitors
(%) AboutMonitors
@ How to Createa Ur

(@ How to Create a D
Rollup Monitor

(@ Howto Create an &

Rollup Monitor

Ping

Ping

3600

Linux

Operations Manager

System Center 2012
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3600

Ping/Ping

28800

SCEP

Ivarllog/scep/
eventlog_scom.log

System Center 2012 Operations Manager

SCEP

28800

300

scep_daemon

28800

7

SCEP T
7

/var/log/scep/
eventlog_scom.log

System Center 2012 Operations Manager

SCEP

/var/log/scep/
eventlog_scom.log

System Center 2012 Operations Manager

% 95%
Linux (
+ ) %
5%
5,
Monitor name:
Category:
Overrides target
Override-controlled parameters Show Manitor Properties...

Ovenide

Change Status

-

b i i e

[Added]
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(http://technet.microsoft.com/ko-kr/library/cc974486.aspx)
e Operations Manager 2007
(http://technet.microsoft.com/ko-kr/library/cc974494.aspx)

(http://go.microsoft.com/fwlink/?LinkID=117777)
o Operations Manager 2007
(http://technet.microsoft.com/ko-kr/library/bb309445.aspx)

(http://technet.microsoft.com/ko-kr/library/dd788981.aspx)

(http://technet.microsoft.com/ko-kr/library/dd891202.aspx)

(http://technet.microsoft.com/ko-kr/library/cc974487.aspx)

(http://technet.microsoft.com/ko-kr/library/cc974489.aspx)

(http://technet.microsoft.com/ko-kr/library/bb437275.aspx)
e SCOM 2007 R2 Linux
(http://blogs.technet.com/b/birojitn/archive/2010/01/20/monitoring-linux-using-scom-2007-r2.aspx)

(http://technet.microsoft.com/ko-kr/library/dd789016.aspx)

e System Center 2012 UNIX _ Linux sudo - Operations Manager
(http://social.technet.microsoft.com/wiki/contents/articles/7375.configuring-sudo-elevation-for-unix-and-linux-monitoring-
with-system-center-2012-operations-manager.aspx)

Operations Manager System Center Operations Manager (http://
social.technet.microsoft.com/Forums/ko-kr/category/systemcenteroperationsmanager)
System Center Operations Manager Unleashed (http://opsmgrunleashed.wordpress.com/)

Operations Manager

o Operations Manager
(http://blogs.technet.com/momteam/default.aspx)

o Kevin Holman OpsMgr
(http://blogs.technet.com/kevinholman/default.aspx)

e OpsMar
(http://thoughtsonopsmgr.blogspot.com/)

o Raphael Burri
(http://rburri.wordpress.com/)

e BWren
(http://blogs.technet.com/brianwren/default.aspx)

o System Center Operations Manager
(http://blogs.technet.com/operationsmgr/)

e Ops Mar ++
(http://blogs.msdn.com/boris_yanushpolsky/default.aspx)

o System Center Operations Manager
(http://blogs.msdn.com/mariussutara/default.aspx)

e Microsoft.Unix.Library
(http://social.technet.microsoft.com/Forums/en-US/operationsmanagermgmtpacks/thread/8469d0ff-54d6-4cb4-9909-
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http://go.microsoft.com/fwlink/?LinkID=179635
http://opsmgrunleashed.wordpress.com/
http://blogs.technet.com/momteam/default.aspx
http://blogs.technet.com/kevinholman/default.aspx
http://thoughtsonopsmgr.blogspot.com/
http://rburri.wordpress.com/
http://blogs.technet.com/brianwren/default.aspx
http://blogs.technet.com/operationsmgr/
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